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Document Summary 
 
To ensure that the Teams Calling Automation Platform (TCAP) has access to your Microsoft 365 tenancy, we 
need to ensure that the TCAP platform IP Addresses are excluded from your organizations Multifactor 
Authentication (MFA) policies.  
 
We do this in two main areas and - if you have Azure AD Premium - in a third policy-based area.  
M365 Settings  
 

Microsoft 365 Portal 
 
1. Login to your M365 Admin portal -  https://admin.microsoft.com/  
2. Find the TCAP admin user in your users list and click on Multi Factor Authentication Settings.  

 
 
3. This will take you to the MFA auth settings section of Microsoft. Search for “TCAP” to find the TCAP Admin 
user.   Ensure the MFA status is set to Disabled. If it is not, disable it.  To do this, Click on Manage user settings. 
 

 
 
  

https://admin.microsoft.com/


 

 
 

fusionconnect.com 
Connect. Protect. Accelerate.    2 

4. Remove the checkmark next to Restore multi-factor authentication on all remembered devices, then Click 
Save. 
 

 
 
5. Add the following IP Ranges to the Whitelist IP’s for Multi-Factor Authentication. This will ensure all the TCAP 
worker engines and processes are excluded from M365 MFA. This step requires Microsoft Entra ID P1 (formerly 
Azure Active Directory P2).  
 

a. An up-to-date list of exclude IP’s is available at www.pingco.com.au/TCAP/IPRanges.txt 
 

b. Click on Service Settings. 

 
 

http://www.pingco.com.au/TCAP/IPRanges.txt
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c. Add the IP’s from the above list in step (a) to the trusted IPs list 

 
d. Click Save. 

 

Azure AD Premium Users  
If you are using Azure AD premium, you will need to ensure that Conditional Access Policies are excluded for the 
TCAP account. 

a. Ensure any policy that requires Multi Factor Authentication includes the TCAP account in the 
“Exclude” list.  

b. Click Users and groups and specify the TCAP account for exclusion from every policy.  
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